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PRIVACY AND THE EMPLOYEE'S PRIVATE/WORK 
LIFE: WHERE TO DRAW THE LINE 

KURT H. DECKER 
Stevens & Lee, Reading, Pennsylvania 

ABSTRACT 

This article gives an in-depth review of litigation concerning employee 
privacy concerns, both in and outside of the workplace. The author focuses 
on how employers attempt to limit employees' privacy expectations outside 
the workplace. Reviewed are cases involving personal association, lifestyle 
regulation, loyalty, conflicts of interest, off-duty misconduct, and residency. 
Statutory protections for employees are also cited. 

Employment privacy concerns are not limited to those that arise during hiring 
and at the workplace. Employer restrictions outside the workplace may affect 
employee associations, financial arrangements, additional employment oppor
tunities, living arrangements, romantic involvements, etc. [1]. 

Privacy concerns arise over whether activities outside the workplace are strictly 
a personal employee matter subject only to violation of a law that should be dealt 
with by the courts or involve legitimate employer interests. Not conforming with 
these restrictions may subject the employee to adverse employer action up to and 
including termination. 

The employee's ability to effectively challenge these employer restrictions 
depends on the type of restriction, whether the employee is union or nonunion, 
and whether the employee works in the private or public sector. This discussion 
focuses on how employers attempt to limit employment privacy expectations 
outside the workplace by reviewing the areas of personal associations, lifestyle 
regulation, loyalty, conflicts of interest, off-duty misconduct, and residency along 
with what statutory protections may be available for employees. 
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DEFINING EMPLOYMENT PRIVACY 

Privacy encompasses a broad spectrum of employment interests. These inter
ests relate to the intrusiveness and fairness of information collection, main
tenance, use, and disclosure along with employee lifestyle regulation at and 
outside the workplace. They arise prior to, during, and after the employment 
relationship is terminated. They can be summarized into the five main employ
ment privacy themes of: 1) beliefs, 2) information, 3) association, 4) speech, and 
5) lifestyle. 

GENERAL CRITERIA FOR EVALUATING EMPLOYEE 
ACTIONS OUTSIDE THE WORKPLACE 

The arbitration process has provided a major forum for evaluating employment 
privacy outside the workplace. Criteria developed by arbitrators in the private and 
public sectors may provide useful guidance for dealing with these issues. 

Arbitration under collective bargaining agreements generally involves a neutral 
third party's review of an adverse employment action to determine whether 
just cause supports employee discipline or termination. Beyond the particular 
grievance decided, arbitration awards do not serve as precedents [2]. However, 
they are persuasive authority for other arbitrators, the union relationship, and the 
manner in which many nonunion employers conduct their affairs. 

The analytical framework developed by arbitrators evaluates these employer 
concerns outside the workplace based on: 

1. The effect on employee work performances. For example, an employee who 
was dating a married woman was terminated when her husband entered the 
employer's facilities with a gun and threatened to shoot him [3]. Acting in 
self-defense, the employee disarmed the husband. The arbitrator reinstated the 
employee, because the husband was entirely responsible for the incident. No 
overall employee work performance was affected. 

2. The effect on other employees. For example, no justification existed in 
terminating an off-duty airline employee who "streaked" at an airport [4]. This 
behavior did not cause employee morale problems. However, when off-duty 
misconduct indicated a propensity for violence that would make fellow 
employees fearful, termination was appropriate [5]. 

3. The effect on the employer's operational efficiency. This usually involves 
altercations between employees and supervisors. Disciplinary action is warranted 
when off-duty conduct is job-related [6]. 

4. The direct employer injury. This may subject the employees to discipline 
when they enter a competitor's employment or when they establish a competing 
business [7]. 

5. The indirect employer injury. For example, a utility company employee was 
terminated for an embezzlement conviction that arose out of a part-time job [8]. 
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The employer was concerned about its public image because its employees 
regularly entered customers' homes. Even though the employee did not have 
access to customers' homes, this did not eliminate the adverse impact because the 
public was not aware of that. 

PERSONAL ASSOCIATIONS 

Freedom of association is generally guaranteed by the United States 
Constitution's First Amendment [9]. This often requires concealing one's asso
ciations to avoid harm; i.e., preventing information disclosure regarding a par
ticular association [10]. It includes the right to engage in advocacy of political, 
social, and governmental beliefs. 

BASIC ASSOCIATIONS 

Freedom of association's constitutional protections are not limited to views 
that are popular or noncontroversial [9]. They protect associations advocating 
unpopular, controversial, dissident, or unorthodox views [11]. Association is not 
confined to political ideals, but extends to asserting mutual economic, legal, and 
social interests [12]. Among the associations protected are political affiliations 
[13], labor unions [14], and social clubs [15]. 

Constitutionally protected association rights are recognized for public 
employees [16]. A public employee's rights were abridged when forced, through 
a polygraph examination, to disclose information regarding personal sexual 
matters [17]. Constitutional privacy rights outweighed other interests when a 
married part-time policeman was terminated because he was flirting with a 
married woman [18]. However, the privacy right of two police officers was not 
infringed by city regulations that prohibited off-duty employees from cohabita
tion outside of marriage [19]. 

These constitutional interests may or may not be given protection when private 
sector employees are involved. As fundamental interests, they may be protected 
within at-will employment's public policy exception [2]. Through this, freedom 
of association interests outside the workplace may be extended to benefit private 
employees. 

Employee personal association protection is also provided by federal and state 
fair employment practice (FEP) statutes. Under the federal Civil Rights Act of 
1964 (Title VII) [21], a violation occurs when individuals are denied an employ
ment opportunity because: 1) their name is associated with a national origin 
group; 2) they have membership in, or association with, a national origin group; 
3) they have membership in, or association with, an organization identified with, 
or seeking to promote the interests of, national origin groups; or 4) they attend or 
participate in schools, churches, temples, or mosques generally used by persons 
of a national origin group [22]. 
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A white person's termination because of association with blacks is illegal race 
discrimination [23]. The court held this in a case in which an employer did not 
hire a white applicant because the applicant's sister associated with a black male 
by whom she had biracial children. White persons are protected from job dis
crimination motivated by the sale of their homes to blacks [24]. 

BANKRUPTCY/DEBTORS 

Private and public sector employers are prohibited by the federal Bankruptcy 
Code from discriminating in employment against individuals because they have 
been associated with or are a bankrupt or debtor in bankruptcy [25]. An employer 
may not terminate an employee "solely" because an employee files a bankruptcy 
petition. A police department rule terminating police officers for filing bank
ruptcy petitions was unconstitutional [26]. Likewise, terminating firefighters for 
declaring bankruptcy hampered firefighters from obtaining a new opportunity 
in life [27]. The code does not permit termination or short-term suspensions 
of debtors because of ordered wage deductions [28]. Remedies for violations 
include back pay [27] and reinstatement [29]. Additional protection for debtors 
may exist under collective bargaining agreements [30]. 

UNIONS 

Adverse actions against employees because of membership in or activities on 
behalf of unions violates the National Labor Relations Act (NLRA) [31] and state 
labor relations statutes [32]. The employer must have knowledge of the union 
activity [33] along with a discriminatory motive or unlawful intent for a violation 
to occur [34]. 

Absent antiunion motivation, an employer may terminate an employee for a 
good reason, a bad reason, or no reason at all without violating the NLRA [35]. 
The employer will prevail if the termination would have occurred even in the 
absence of union activities [36]. Outside of disciplinary actions, forced resigna
tions and layoffs may also give rise to claims that an employer acted because of 
the employee's union activity. 

Refraining from union association can be protected under federal and state fair 
employment practice (FEP) statutes. Under the federal Civil Rights Acts of 
1964's (Title VII's) [21] religious discrimination guidelines [37], employers must 
accommodate an employee whose religious beliefs prohibit compliance with a 
collective bargaining agreement requiring joining the union or paying union dues. 
The employee must be excused from the membership requirement and be per
mitted to pay a sum equivalent to the dues to a charitable organization. The 
NLRA contains similar protections [38]. For example, an employee whose 
religion allowed the support of unions but whose personal study of the Bible led 



PRIVATE/WORK LIFE / 275 

her to oppose unions was exempt from paying the union dues required by her 
employer's union security agreement [39]. 

For other employees, the union dues requirement can be excused; however, 
they can be required to pay a fair share for the union's representation and 
collective bargaining activities [40]. When this happens, the nonunion employees 
must be provided with a constitutionally adequate procedure that allows them to 
challenge any fair share fee before an impartial arbitrator [41]. 

LIFESTYLE REGULATION 

Employer lifestyle regulation outside the workplace generally involves living, 
romantic, and social relationships that center on morality standards. Intrusions 
may arise prior to [42] and after hiring [43]. 

When a public employer regulates employee lifestyles outside the workplace, 
a rational connection must exist between the employee's lifestyle and the 
employee's job requirements [44]. If the regulation involves a fundamental con
stitutional right or is within a recognized zone of privacy, a public employer must 
show more than a de minimis interest in restricting the employee's lifestyle 
outside the workplace. When a property interest in continued employment exists 
or a liberty interest is affected, the public employee must be accorded certain 
procedural guarantees. 

Cohabitation or sexual activity outside of marriage may at times present 
legitimate employer concerns. This often depends on the public employment's 
nature. More deference may be given to the state's interest in preserving the 
morale and integrity of law enforcement, fire protection, and teaching activities 
than might be appropriate in other public employment contexts. 

A deputy sheriff was lawfully terminated for insubordination and disobedience 
when he continued to visit the wife of an organized crime leader contrary to a 
sheriffs order [45]. City regulations prohibiting police officers from engaging in 
any personal conduct that could result in unfavorable public criticism did not 
infringe privacy interests when two employees were disciplined for cohabitation 
[46]. A patrol woman and a police sergeant were suspended because they dated 
and spent several nights together. These punishments were imposed even though 
the department failed to provide any notice that their conduct was prohibited. 

Perception of one's sexual preference should also not be permitted to serve as a 
job disqualification [47]. Fifth Amendment interests may also be violated [48]. 

Public employee lifestyles have been regulated by requiring disclosure of 
outside employment earnings [49]. This does not concern intimate economic 
relationships of husband and wife to preserve privacy. It involves financial affairs 
of persons who are paid by the public and who occupy public trust. 

Private sector employees have also claimed lifestyle intrusions outside the 
workplace. Romantic relationships at and outside the workplace may cause chal
lenges. Termination for having an affair with a married coworker despite an 
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explicit employer policy to the contrary did not violate a municipal equal oppor
tunities ordinance [50]. 

Likewise, an employee who alleged she was demoted, and thus construc
tively terminated, because she had a personal relationship and cohabited with 
a terminated manager stated claim under New York labor law statute that 
prohibits retaliation for employees' lawful off-hours recreational activities [51]. 
The statute's purpose is to prohibit employers from discriminating against 
employees whose after-work activities the employer does not like, including 
social activities (whether or not they involve a romantic element), as long as 
activities occur outside of work hours and off premises without use of the 
employer's equipment or property and do not create a material conflict of interest 
related to the employer's trade secrets, proprietary information, or other business 
interests). 

A "topless stripper" was improperly terminated for engaging in prostitution 
acts on her own time where her extracurricular activities had not injured the 
employer's business reputation [52]. 

A ban against single-parent pregnancies among a girls' club's staffers did not 
violate the Civil Rights Act of 1964 (Title VII) despite its disproportionate impact 
on black women [53]. The club acted lawfully when it terminated an unmarried 
pregnant black employee who could no longer serve as a role model for the club's 
teenage members. A role-model rule was justified by business necessity and as a 
bona fide occupational qualification, because role modeling may help prevent 
teenage pregnancies, which was one of the club's main purposes. 

Adverse employer decisions affecting pregnant females may be considered 
intrusions into the employee's lifestyle by affecting the employee's right to 
have children. This employee decision may be protected by Fair Employment 
Practice (FEP) statutes. For example, the timing of an employee's termination 
was inappropriate where supervisors had made negative remarks regarding an 
employee's pregnancy and the pregnancy was considered a pretext for the ter
mination [54]. 

Decisions to obtain or not obtain an abortion may also be considered intrusions 
into an employee's lifestyle when an employer takes adverse actions on that 
basis. This employee decision may be protected by federal and state FEP statutes. 
However, an employer did not terminate an employee because of her abortion 
where it was clearly shown that a supervisor did not have any motivation to take 
adverse action based on this and the employer did not learn of the abortion until 
after the termination decision had been made [55]. 

Spousal abuse outside the workplace has also affected the right of an employee 
to retain employment. An employer terminated an at-will employee after dis
covering she had been a victim of spousal abuse [56]. The termination did not, 
however, violate public policy favoring a right to privacy, as the employee freely 
revealed to other employees that she had been raped and severely beaten. The 
employer did not initiate conversations relating to the spousal abuse, inquire into 



PRIVATE/WORK LIFE / 277 

personal or private details, question the employee about her marital situation, or 
seek to intrude on her privacy in a substantial and highly offensive manner. 

Failure to obtain an employer's preapproval for statements, views, or articles 
that appear in publication which identify the employee's relationship with the 
employer may also cause problems. This is especially applicable where the 
employer's reputation or business interests will be actually harmed. However, 
mere speculation regarding harm to the employer may not be sufficient to sustain 
a termination, especially where it arises under a collective bargaining agree
ment. For example, an airline improperly terminated a flight attendant whose 
"bohemian" lifestyle was described in a magazine article that identified him as 
working for the employer, even though the employee failed to obtain the required 
prepublication review, approval, and permission [57]. The attendant's artistic 
endeavors and their promotion through the article did not constitute work 
detrimental to or in conflict with the employer's interest, and other employees 
who had violated the employer's prepublication policy had received no discipline 
or warnings. 

Military reserve commitments outside of employment may cause discipline or 
termination problems. Generally, employees who are members of military 
reserve units must be permitted reasonable time off by the employer to fulfill 
their commitments [58]. However, not every military leave must be approved. 
Leaves may be denied if the employer will have difficulties in operating without 
the employee, special workload circumstances must be arranged during the 
requested leave, and additional costs must be incurred by the employer because of 
the employee's absence [59]. 

The employee spouse's reputation has also been considered. A nursing 
home that failed to promote a black nurse's aide to a certified medication tech
nologist's position validly considered her husband's reputation as a drug abuser 
[60]. The husband's reputation as a drug abuser within the community was firmly 
established. 

Employers at times may have legitimate interests in monitoring employee's 
home activities. This has been found appropriate during medical leaves [61] and 
while the employee is on call away from the employer's premises by prohibiting 
employees from drinking alcoholic beverages [62]. 

LOYALTY 

Just as all employees promise to perform work prudently and skillfully, they 
also implied promise to serve their employer faithfully and honestly. It is a legally 
cognizable duty to act in a loyal fashion throughout an employment relationship. 
The extent of the employer's right to demand loyalty represents a significant 
privacy concern outside the workplace that affects employee furtherance of 
economic opportunities. Several circumstances exist under which employer relief 
is sometimes granted: 



278 / DECKER 

1. An employee forms a competing business before resigning from employ
ment [63]. 

2. An employee quits and, either before or after quitting, solicits customers 
whom the employee serviced [64]. 

3. One employer successfully solicits employees of another to leave their 
present jobs and join a competing enterprise [65]. 

4. An employee openly boycotts the employer's products [66]. 
5. An employee does not devote full time to the primary employer's business 

because the employee is conducting other employment activities while 
working for the primary employer [67]. 

CONFLICTS OF INTEREST 

This involves employees' duty to avoid or disclose any actual or possible 
conflict of interest with their employer. Often it is not the conflict itself that 
results in problems but the failure to disclose or to divest the conflict when 
warned. 

Termination was "reasonable" when an employee failed to disclose a conflict 
of interest to a university [68]. The employee contracted (for the university) with 
a firm in which her husband had a substantial financial interest and did not reveal 
this relationship. It was not unreasonable to conclude that the employee knew her 
conduct was improper. 

A conflict of interest surfaced involving a sportswriter who picked favorites for 
horseraces [69]. The sportswriter became part owner of a horse. Although the 
employee refrained from picking favorites when his horse was racing, a conflict 
of interest was present when horses of the same stable ran in other races. 

Conflict of interest may also involve marital and family relationships. 
Employee termination may occur because a spouse or close family member is 
also employed. Termination is based on an inherent conflict of interest when 
family members work closely together. Employers argue that conflicts between 
family loyalty and employer obligations are increased when this occurs. 

Generally, an employer may publish and institute a rule prohibiting married 
couple, sibling, and close family member employment. Problems arise when the 
employer has not published a rule and terminates a spouse or gives one the 
opportunity to resign. 

Dating a sales representative from a competing employer was improper when 
an employer raised a conflict of interest concern [70]. The employer had 
expressed a policy of not interfering in employees' personal affairs unless it had a 
detrimental effect on the employees' work performance. This policy ensured 
employees a privacy right to hold a job even though off-duty conduct might not 
be approved by the employer. No evidence of an actual conflict of interest was 
presented. The employee did not have access to sensitive information that could 
have been used by a competitor. 
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A former employee, however, could not recover when the employer allegedly 
terminated him because he was accompanied by a woman who was not his wife, 
but who was presented as his wife, at a company outing [71]. Though freedom of 
association is an important social right that ordinarily should not dictate employ
ment decisions, the right to associate with a nonspouse at an employer's outing 
without fear of termination was not within the public policy exception prohibiting 
an at-will employee's termination. 

State adverse interest acts may also affect the outside employment of public 
employees. For example, a state adverse interest act did not prohibit employees 
from engaging in supplemental employment with entities having contracts with 
the public agency, where no actual adverse interest was shown [72]. 

OFF-DUTY MISCONDUCT 

Noncriminal Misconduct 

Certain instances arise where the employer may properly demonstrate con
cern for employee misconduct outside the workplace. Employers generally 
maintain that the employee's misconduct outside the workplace has caused an 
actual business loss or injured the employer's reputation. When an injurious 
effect on an employer's reputation is alleged, the source and degree of adverse 
publicity [73], the type of misconduct [74], and the employee's position [73] 
become important. 

When an off-duty employee "streaked" in front of an airport terminal he was 
terminated for irresponsibility [75]. Termination was improper because this 
misconduct was not viewed negatively by other employees, fellow employees 
encouraged it, and there was little reluctance to work with the employee. "Moon
ing" or "baring of bottoms" while outside the workplace has been found insuffi
cient to support termination [76]. However, violating an employer's requirement 
to moon or bare bottoms as a workplace requirement at an employer outing may 
support a wrongful termination action [77]. 

The termination of an employee who verbally and physically assaulted his 
supervisor at a restaurant while both were off duty was sustained [78]. The assault 
was detrimental to the supervisor's ability to handle employees, and the 
employee's bitterness and hostility toward supervision would carry over into 
the employment relationship. Discipline has also been considered proper for 
employees who prevented other persons from aiding a foreman who was being 
assaulted at a party [79]. 

Police officers who had a part ownership interest in a video rental store 
could not be prohibited through departmental regulations from renting or selling 
sexually explicit videotapes [80]. The distribution of sexually explicit films was 
protected speech under the First Amendment, and outweighed the city's fear of an 
erosion of respect for and confidence in the police department. 



280 / DECKER 

Similarly, an employee was permitted to maintain an action against her 
employer where she was told by a supervisor that she would not be terminated for 
appearing in a Playboy Magazine layout [81]. These oral assurances altered her 
at-will employment status, creating an enforceable oral contract. 

An off-duty prison guard away from his job and out of uniform was properly 
terminated when he made anti-Semitic remarks to a bank teller who declined to 
cash his check [82]. Misconduct at employer-sponsored athletic events outside 
the workplace and off the employer's premises may result in disciplinary action 
[83]. This may occur, for instance, where an employee threatens other employees 
at an employer-sponsored athletic event. 

Criminal Misconduct 

When an arrest or conviction has an adverse impact on the employer's busi
ness, disciplinary action is generally considered appropriate. The effect and 
likelihood of negative publicity along with the sensitive nature of certain public 
sector positions makes it likely that criminal activities outside the workplace of 
public employees will have an indirect but damaging impact on the employer's 
business. 

A dairy driver-salesman was one of ten people arrested in a raid on a night club 
and charged with Sunday liquor sale, prostitution, pandering, and conducting 
obscene exhibitions involving men and women [84], The employee's suspension 
was sustained, pending the outcome of the trial, because of possible damage 
to the employer's image and good will. The driver-salesman's duties necessitated 
a close personal relationship with customers, and the charges' seriousness 
increased the employer's potential harm. 

When an employee grabbed a shotgun and went into the woods behind his 
home after a quarrel with his wife, a state trooper ordered the employee to come 
out [85]. As the employee emerged, the gun discharged, slightly grazing the 
trooper and resulting in the employee's arrest. The employee was terminated 
because of the adverse publicity in two local newspapers. The employee was 
reinstated because the newspaper accounts of the incidence did not reveal the 
employer's identity and his job did not require him to deal with the public. 

A driver employed by a county road commission for ten years was terminated 
after pleading no contest to a third-degree criminal sexual offense [86]. Although 
the one-year jail sentence had a work-release provision to enable employment 
continuation, the driver was terminated for violating the commission's rule 
against conviction for a penal offense and for indecent or immoral conduct. No 
direct relationship between the illegal conduct and the driver's job was found. 
Absent a job relationship, discipline was inappropriate. The employee's good 
work record and the imposition of a relatively light sentence with work-release 
privileges outweighed possible problems with fellow employees and the public. 
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A city corrections officer was interviewed as part of a police investigation into 
a burglary [87]. The corrections officer signed a statement admitting that on the 
night of the burglary he had been smoking marijuana with four teenage boys and 
that he had driven one of the boys to the home of the boy's mother, where the 
burglary occurred. The Corrections Department terminated the officer for mis
conduct stemming from his purchase and smoking of marijuana in the company 
of teenagers and due to his role in the burglary. This behavior of smoking 
marijuana was sufficient to bring considerable discredit to the employer and 
warrant termination. Public officers relinquish some of their privacy rights when 
they accept their positions. Because the employee was an off-duty peace officer, 
his violation had a greater impact than would the same action by an average 
citizen. 

A city could not base discipline on its belief that a police officer had committed 
a jealousy-induced assault when a jury had acquitted him of assault and battery 
charges [88]. An employee whose job was to administer Breathalyzer™ tests was 
properly suspended for off-duty driving under the influence of alcohol [89]. 
Terminating an employee following arrest and conviction was permitted for 
possession of drugs during off-duty hours and away from the employer's 
premises [90]. Also, termination was permitted when an employee who had 
criminal charges pending was eventually acquitted, despite the argument that 
termination violated public policy [91]. 

Assault by an off-duty police officer on an on-duty police officer, who had 
placed the off-duty officer under arrest, was just cause for termination, even 
though the off-duty police officer was acquitted of all criminal charges and was 
granted unemployment compensation benefits after his termination [92]. 

RESIDENCY REQUIREMENTS 

Residency or distance requirements are frequently imposed by public 
employers and occasionally by private employers. Generally a person's residence 
is where s/he resides and where s/he intends to stay; i.e., the domicile or abode. 
Physical presence for a long period of time is not dispositive of residence [93]. 
Other factors include: 1) voting place; 2) mailing address; 3) driver's license 
address; 4) where one keeps clothes; 5) location of property owned; and 6) rental 
payment. 

At issue in residency requirements are employment privacy interests in choos
ing where one lives, a right to travel, and geographical limits curtailing access 
to employment opportunities. Regulations generally affect associational privacy 
interests. Residency requirements may result in the employer compromising 
applicant quality because of a constricted recruitment base. Constitutional chal
lenges to residency requirements have focused on interference with a funda
mental right to travel [94]. 
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Residency requirements necessary to serve legitimate employer interests are 
valid [95]. Teachers, police, and firefighters are frequently subject to these [96]. 

USE OF LAWFUL PRODUCTS 

Various states have adopted legislation prohibiting an employer from dis
criminating in the hiring, retention, and termination of employees who use lawful 
products outside of the workplace (for example, alcohol and tobacco) [97]. Each 
statute is different. Statutes may deal with only tobacco, with both tobacco and 
alcohol, or may restrict the employer's right to prohibit any lawful product's use. 
However, some statutes allow employers the right to differentiate with respect to 
employee-contributed insurance premiums attributable to tobacco or alcohol use. 

CONCLUSIONS 

Employers may legitimately regulate certain employee activities outside the 
workplace. However, the degree of the enforceability of the employer's restric
tions depends on whether the employee is union or nonunion and whether the 
employee works in the private or public sector. 
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